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Background
Tasked with counting aggregate medical statistics about a population by using visit 
information

1. How many people have diabetes? 
2. How many asthma events occur in a year? 
3. ‘Track’ drugs on market for adverse effects 

Problems:

1. No universal id for health (resisted in US)
2. Fragmentation of medical records





Privacy Enhanced Record Linkage
Hash and Bash technique

1. Given two records A and B, hash each attribute in A and B using a 
cryptographic hash (SHA-1)

2. Compare for exact matches only

3. Aim for very high precision (specificity)

4. In a private setting, A and B can’t know anything about the other. Need third 
parties to support matching, cryptography, and methodology to handle secure 
blocking to prevent leakage.



Privacy Enhanced Record Linkage 
Requires two third-party brokers: key server and honest broker. Key server 
provides cryptographic keys, honest broker performs the actual matching.

Data appears to be high quality: most false positives comes from uncommon 
events, such as SSN changes and last name changes.

Blocking can be difficult under private settings: can’t release exact information 
about size of blocks or contents of blocks.







Privacy Preserving Record Linkage in Practice
1. Most existing software does not implement private record linkage(PRL), 

makes using in practice difficult

2. Extended OpenEMPI for PRL

3. http://www.openempi.org/

4. Secure Open Enterprise Master Patient Index - 
http://www.ncbi.nlm.nih.gov/pubmed/25954421

http://www.openempi.org/
http://www.openempi.org/





